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In Industrial Internet of Things (IIoT) systems, the overload of certain nodes may lead to the failure of the entire
network, a phenomenon known as cascade failures. This occurrence has an immeasurable impact on industrial
production. Establishing a realistic IIoT cascade failure model is crucial for enhancing the cascade reliability of
IIoT systems. However, existing research on cascade failures in IIoT lacks an in-depth exploration of the actual
characteristics in industrial scenarios, hindering accurate modeling of the cascade failure process in IIoT. To
better characterize the cascade failure process of IIoT, this study proposes an interdependent network model
from a cyber-service coupling perspective, considering task decomposition, service community structure, and
coupling patterns. On this basis, we design a realistic cascade failure model that is based on production supply
relationships between manufacturing units. In the experiments, we first validate the rationality of the proposed
model through load distribution and load probability density analysis. Furthermore, the study of key modeling
parameters then reveals that cyber network attacks cause more damage than service network attacks. Finally,
we apply the model to four industrial manufacturing scenarios and explore their cascade failure performance.

1. Introduction

With the evolution of economic globalization and industrial integra-
tion towards digitization, the Industrial Internet of Things (IloT) has
experienced rapid development, revolutionizing industrial production
and operational modes (Coito et al., 2022). IIoT shows great potential
in intelligent manufacturing by integrating various communication
devices and industrial assets (such as machines and control systems),
monitoring, collecting, exchanging, and analyzing information gener-
ated by devices, performing production tasks (Ali & Khan, 2022). In
IIoT systems, when a node or device fails, it may subsequently trigger
failures in other nodes or devices. These initial failures may be caused
by various factors, including technical issues, human errors, natural
disasters, or deliberate attacks (Zhong & Liu, 2024). Many instances
highlight the potential threat of cascade failures. For example, the Ger-
man Federal Office for Information Security (BSI) reported a case where
a cyber attack disrupted the production network of a steel plant (Lin,
Wu, & Lee, 2017). The cyber attack caused the core data processing
node to fail, forcing data to be rerouted to other nodes. The high
data volume caused these nodes to become overloaded and eventually
fail. This disrupted the production data needed for the rolling process,
resulting in equipment malfunctions. Since the rolling equipment is
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closely related to other production steps, the failure spread throughout
the production chain, halting the rolling services. Under the influence
of cascade failures, the failure of a small number of nodes may lead to
the paralysis of the entire IIoT system. Therefore, cascade failures are
considered one of the major bottlenecks affecting IloT reliability.
Currently, there is a wealth of research on cascade failures in the
Internet of Things (IoT), but these studies primarily focus on general
types of IoT systems (Yang et al., 2022; Zhao, Sun, & Liu, 2024).
In general IoT systems, node devices are usually sensor nodes with
wireless communication capabilities that do not perform additional
tasks beyond data collection and forwarding (Gulati et al., 2022).
However, in IIoT systems, node devices are intelligent manufacturing
units with communication, sensing, and processing capabilities. On the
one hand, these intelligent manufacturing units need to establish end-
to-end communication with other units to achieve real-time sharing and
interaction of manufacturing process data, forming a visible cyber net-
work. On the other hand, these units also need to collaborate and share
resources based on service production supply relationships, forming a
tightly connected service network. The dual role of intelligent manu-
facturing units as both information forwarders and service participants
leads to a tight coupling between the cyber network and the service
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network. This tight coupling enables IIoT systems to flexibly and intel-
ligently accomplish production tasks, but it also significantly increases
the sensitivity of the entire system to cascade failures. This is because,
influenced by the cyber-service coupling characteristics of IIoT, cascade
failures not only propagate along the direction of information trans-
mission or along the direction of production chains horizontally, but
also propagate between the cyber network and the service network
vertically, resulting in failure propagation across layers.

Existing research on cascade failures in IIoT primarily focuses on
the single-component level, which is limited to understanding the
relationships between components and the probabilities of failure oc-
currence (Li, Cheng, & Tao, 2020; Lv, Wu, Zhang, Jiang, & Gao, 2022).
However, these analytical methods lack a comprehensive consideration
of overall system functionality. To better understand cascade failures
in IIoT systems, it is essential to consider not only component-level
failures but also their impact on the entire service production process.
Although some researchers have constructed cascade failure models for
IIoT systems from the cyber-service coupling perspective, in addition
to conducting cascade failure analysis at the system component level
but also explored the interdependencies between the cyber network
and the service network. However, these models are still too simplistic
compared to real-world IIoT systems, due to three key limitations:
(1) insufficient definition of the service community structure within
the service production chain; (2) inadequate characterization of the
characteristics of task decomposition in the manufacturing process; (3)
incomplete characterization of the complex coupling between the cyber
network and the service network. These limitations hinder the accurate
modeling of cascade failures in IIoT systems. Therefore, this paper
proposes a new IIoT cascade failure model based on task decomposition
and service communities, focusing on system reliability in the context
of cascade failures. Our main contributions are as follows:

» Modeling IIoT as a cyber-service interdependent network. In this
model, the cyber network is modeled as a hierarchical architec-
ture. Nodes in the service network are divided by functional type,
forming distinct service communities. The mutual dependency
between cyber nodes and service nodes is modeled as multiple
coupling relationships, including one-to-many, many-to-one, and
one-to-one.

Establishing a cascade failure model to describe the cascade
failure propagation process in IIoT. In our model, the load of
cyber nodes is represented by data flows generated by themselves
or routed, while the load of service nodes is represented by the
number of decomposed sub-tasks. The load update of service
nodes is divided into within-community and cross-community.
In this model, cascade failures can propagate horizontally within
the same-layer network and through cross-layer interdependent
edges.

Through experimental simulations, we analyze the load distribu-
tion characteristics of the cyber network and the service network,
validating the rationality of the proposed system model. Addi-
tionally, we explore the impact of modeling parameters on the
cascade reliability of IIoT. Finally, using the proposed modeling
approach, we analyze cascade reliability performance in four
typical industrial manufacturing scenarios.

The remainder of the paper is organized as follows. Section 2
reviews related research. Section 3 introduces the interdependent net-
work model of IIoT. Section 4 describes the IIoT cascade failure model
in detail. Section 5 presents simulation experiment results and case
studies. Finally, Section 6 concludes the main findings and indicates
future research directions.

2. Literature review
System reliability is one of the most prominent concerns in the

technology and application domains of IIoT. However, research on
cascade failures within IIoT is relatively scarce. Therefore, this section
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first reviews research on cascade failures in general IoT and then
outlines research on cascade failures in IIoT.

2.1. Cascade failures in general IoT

IoT is a data-centric network self-organized via multi-hop relay
transmission of nodes. Its load distribution is highly susceptible to
internal and external factors such as node energy depletion, wire-
less interference, hardware/software malfunctions, and malicious in-
trusions (Liang, Parlikad, Srinivasan, & Rasmekomen, 2017). In many
practical scenarios, the node capacity of IoT is strictly limited, and
nodes are prone to overload due to data overflow. Once a node becomes
overloaded, the data stream on these overloaded nodes will choose a
new route for data delivery. During the load redistribution process,
new overloaded nodes may be triggered, leading to another round of
load redistribution. This continuous process of node failures is a typical
cascade failure process. Cascade failures are considered one of the
main bottlenecks to IoT reliability, and many scholars have conducted
in-depth research on it from various perspectives.

Yin, Liu, Liu, and Li (2014) introduced a cascade failure model for
IoT based on the degree of sensor nodes, where node load is expo-
nentially determined by its own degree. On this basis, they explored
the relationship between node critical load and the largest connected
component in the network. Zhao et al. (2024) developed a multi-state
cascade failure model for IoT and investigated the impact of initial
disturbance and a total number of nodes on the scale of cascade failures
in IoT. Yang et al. (2022) studied the cascade failure process in het-
erogeneous IoT under selective attack strategies based on percolation
theory. Ye, Wen, Liu, Song, and Fu (2016) analyzed the reliability
of scale-free IoT to cascade failures using the probability generating
function method. Simulation results demonstrate that the scale of the
cascade failure is positively correlated with the power-law exponent
of scale-free networks. Xing, Morrissette, and Dugan (2014) modeled
the cascade failure behavior of IoT mesh storage area networks using
dynamic fault trees and discussed the cascade reliability of IoT systems
with functional dependencies and incomplete coverage. Zhao and Xing
(2020) established a probabilistic function dependency-based cascade
failure model for IoT and utilized a combined hierarchical approach
to analyze the cascade reliability of IoT under stochastic fault prop-
agation. In Fu, Wang, Yang, and Postolache (2022), we proposed a
congestion-driven cascade failure model for edge-computing IoT and
investigated how the data processing and compression capabilities of
edge computing nodes affect the cascade failure process of the network.
In Fu, Pace, Aloi, Li, and Fortino (2021), we developed a routing-
driven cascade failure model. Numerous experiments demonstrate that
compared to the global routing mode, networks utilizing the local
routing mode exhibit higher cascade reliability.

2.2. Cascade failures in IIoT

The IIoT is an application and extension of the IoT tailored for
the industrial field. Compared to general IoT, IIoT node devices are
responsible not only for data forwarding but also for production tasks.
As an important branch of IoT systems, research on cascade failures
of IIoT is still in its initial stage. Zhang, Guo, Qian, and Li (2018)
introduced the concept of “IoT manufacturing” and designed an IloT
architecture focusing on proactive sensing during the manufacturing
process. In their study, they explicitly defined the collaborative in-
teraction between production information and manufacturing services
in IIoT systems, emphasizing that cyber-service coupling is crucial for
the efficient operation of IIoT. Li et al. (2020) explored six possible
types of failures in manufacturing service collaboration within IIoT and
analyzed the cascading propagation process of different failures. Cheng,
Gao, Wang, Tao, and Wang (2023) considered the discreteness, dynam-
ics, and uncertainties of IIoT platforms and proposed a graph-based
reliability analysis method for Manufacturing Service Collaboration
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Fig. 1. Decomposition structure based on aggregated manufacturing tasks.

(MSQ) in IIoT platforms. In Fu, Pace, et al. (2023), we established an
IIoT cascade failure model from the cyber-service coupling perspective,
taking into account that nodes in IIoT serve as both data forwarders
and service providers. In Fu, Li, and Li (2023), fully considering the
routing-driven characteristics of the cyber network and the selective
load distribution characteristics of the service network, we further
improved the cyber-service coupling IIoT cascade failure model and
validated the rationality of the proposed model through case studies.

From the above description, it is easy to see that existing research
on cascade failures in IoT mainly focuses on general IoT systems,
where the IoT node can only be considered a data collection and
forwarding device. These research findings are not applicable to IIoT
due to its cyber-service coupling characteristic. In addition, although
a few researchers have recognized the cyber-service coupling charac-
teristics of IIoT systems and have conducted cascade failure studies,
the real characteristics of IIoT (such as service community structure,
task decomposition, and diverse cross-network coupling relationships)
have not been accurately depicted. These limitations have resulted in
existing research failing to accurately characterize the true cascade
failure process in IIoT systems.

3. Cyber-service interdependent network model
3.1. Cyber network

The cyber network in the IIoT is a distributed network composed
of cyber nodes and their communication links. To better meet the data
processing needs at various levels, the cyber network in the IloT adopts
a hierarchical architecture. Based on functional differences, the nodes
of the cyber network can be divided into three types: terminal nodes,
routing nodes, and gateway nodes. In the IIoT system, terminal nodes
cannot directly communicate with each other but with routing nodes.
Each terminal node needs to establish a communication link with only
one routing node. Routing nodes can establish communication links
with each other and some routing nodes are also capable of establishing
communication links with gateway nodes.

In our model, we use G = {V, E } to represent the cyber network.
Ve ={pili=1,2,..., Nc} is the set of cyber nodes, and N is the total
number of cyber nodes. E¢ = {a;; = 1,0 | i,j € V} is the set of commu-
nication links between cyber nodes. There are no communication links

between terminal nodes. The communication links between terminal
nodes and routing nodes are directed. If terminal node p; transmits
sensing data to routing node p;, then g, ; = 1. The communication links
between routing nodes are undirected. If routing node p; communicates
with routing node p;, then a;; = 1. The communication links between
routing nodes and gateway nodes are also undirected. If there is a
communication link between routing node p; and gateway node p;, then
a;; = 1. If cyber node p; does not communicate with cyber node p;, then
aj=a;;=0.

3.2. Service network

In practical industrial scenarios, when a factory receives user re-
quirements, it distributes them to workshops, generating multiple or-
ders accordingly, and then organizing them into an aggregated manu-
facturing task set. Each task can be further decomposed into subtasks,
with each corresponding to a specific operation in production (Ren,
Luo, Li, Xing, & Xiang, 2022). To complete these subtasks, manufactur-
ing capabilities, processing costs, and quality standards must be con-
sidered. Based on these criteria, appropriate manufacturing units are
matched to each subtask, operating under system-defined scheduling
and optimization rules for efficient collaboration. The task decompo-
sition structure based on aggregated manufacturing tasks is shown in
Fig. 1. It is worth noting that these manufacturing units with specific
functions exist in the service network in a community structure, where
service nodes with similar functions are grouped into the same service
communities. Although service nodes within the same community have
identical functions, they perform different production tasks, allowing
them to act as independent service units and form production depen-
dencies within the same chain. Nodes within the same community
are connected by undirected similarity edges, which allow tasks to
be transferred from failed nodes to normal nodes and transmit the
compensatory loads of the production tasks taken over by the normal
nodes back to failed nodes, maintaining the basic service function of
failed nodes.

In our model, we use G = {V, Cs, EY, E;"’"} to represent the ser-
vice network. Vg = {s; | i = 1,2, ..., Ng} is the set of service nodes, and
N is the total number of service nodes. Fg = {f¢Im=12,...,Nc}is
the set of service communities, and N is the total number of service
communities. The functional attribute of service nodes is represented
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Fig. 2. Interdependent network model of IIoT based on cyber-service coupling.

by w'i = [af’,a;’, ,a;;l], indicating the relationship between service
node s; and service community. If the function of service node s; is m,
meaning that service node s; belongs to service community f¢', which
is denoted as a;, = I. o= {s | ay = 1,i = 1,2,..., Ng} is the set of
service nodes contained in the same service community. EY = {e;; =
0,1]i,j €s;} is the set of undirected similarity edges within the same
service functional community. Eg" = {e,,, = 0,1|m,n € V} is the set of
directed service production dependency edges connecting service nodes
s,, and s,. If the output of service node s, is the input of service node
s,, then e, , = 1. If there is no production-supply relationships between
service node s,, and service node s,, then e, , = 0.

3.3. Interdependent network

In our model, the directed edge from the service node to the cyber
node represents the collection of production data from the service node
by the terminal node, while the directed edge from the cyber node to
the service node denotes scheduling instructions issued by the cyber
node. To address dynamic task demands, terminal nodes and service
nodes exhibit diverse coupling patterns: one-to-one, one-to-many, and
many-to-one. One-to-one coupling enables direct communication be-
tween specific equipment and control systems for high customization
and real-time response, as in a sensor on a robotic arm exchanging
data with its control system for precise control. One-to-many coupling
distributes data from a single source to multiple manufacturing units,
ideal for applications like quality control, such as a temperature sensor
sharing data with both inspection units and manufacturing units. Many-
to-one coupling integrates data from multiple sources to govern a
single service node, as in packaging production where multiple sensors
(e.g., weight, temperature, humidity) are combined to ensure product
quality. Therefore, in modeling of IloT, we should account for these
diverse coupling patterns.

In our model, we use Gog = {G¢,Gg, Ecg} to represent the
interdependent network, where G, is the cyber network and Gy is
the service network. Considering the interaction between cyber nodes
and service nodes in the IIoT, we use Ecg = [¢;] Nexng tO represent
the set of interdependent edges between the cyber network and the

service network. If service node s; provides production data to terminal
node p;, then ¢;; = 1. If cyber node p; issues scheduling instructions
to service node s;, then ¢;; = 1. The interdependent IIoT model we
proposed is shown in Fig. 2.

4. Cascade failures model for IIoT
4.1. Analysis of cascade failure characteristics in IIoT

4.1.1. Heterogeneous routing of cyber nodes

In the cyber network, terminal nodes only upload data to routing
nodes after generating sensing data flows and do not participate in
relaying and forwarding data. Therefore, the failure of terminal nodes
does not cause failures in other nodes nor directly trigger cascade
failures in the cyber network. Routing nodes are nodes with computing
and forwarding capabilities in the network. They cannot only forward
data collected from terminal nodes but also from other routing nodes.
When a routing node fails, data routed through it will be rerouted
to other routing nodes, leading to load redistribution among routing
nodes, which may trigger cascade failure in the cyber network. It should
be noted that once a cyber node fails, we need to remove the failed node
and the links connected to it from the network.

4.1.2. Load update within the same community

In the actual IIoT system, manufacturing processes are typically
orderly and continuous. If equipment fails and there is no backup
equipment to take over its operation, it could directly lead to a halt
in the entire service production chain. To prevent the collapse of the
entire service network due to the failure of a single service node, the
failed node and its service production dependency edges are retained
during the cascade failure process in the service network. At the same
time, when a service node fails, other normal nodes within the same
community can take over all production tasks previously handled by
the failed node. Additionally, during the next round of load update,
although the failed node cannot directly participate in production,
it can still undertake additional load taken over by production tasks
redistributed from other nodes within the same community.
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4.1.3. Load update across communities

In cascade failures of the service network, the load redistribution of
overloaded or failed nodes is typically confined to their own commu-
nity, and does not propagate across communities. Therefore, it does
not directly cause node failure in other communities. However, the
load redistribution may increase the production burden on certain
nodes, reducing their efficiency and output. This impact can propa-
gate upstream or downstream along the production chain, eventually
affecting the normal operation of nodes in other service communities.
For example, in a practical IIoT scenario, if an assembly unit cannot
complete its scheduled production tasks due to a hardware failure,
these tasks may be transferred to a nearby assembly unit. However,
this load transfer could increase the production burden on the receiving
unit, reducing production efficiency. As a result, other manufacturing
units downstream and upstream, which rely on the output or input of
these units, will also experience reduced efficiency, ultimately leading
to a decline in the overall production efficiency and output of the entire
IIoT system.

4.2. Initial load of IIoT nodes

4.2.1. Cyber nodes

In IIoT, the load of a cyber node refers to the workload it generates
or routes for data streams. The initial load of each cyber node varies
significantly based on its routing role and functionality. For terminal
nodes, they only need to send the data they generate and do not need
to forward data from other nodes. Therefore, their initial load is not
influenced by other nodes but by the data streams they generate. Thus,
the initial load of terminal node p; is defined as:

LF0)= =—0—, &)
ZkeVT Zk

where V. is the set of terminal nodes; z; is the data stream density of

node p;, which is a value in the interval (0, 1]; the value of z; is related to

the sensor types and sampling frequency settings of the corresponding

intelligent production unit.

The data sources of routing nodes primarily come from two aspects:
data transmitted from terminal nodes and data forwarded from other
routing nodes. In IIoT, data typically travels along the shortest path for
data transmission. Thus, the initial load of routing node p; is defined as:

coj,,-(O)

s 2
> @

L=}, L]O

Jj€Vr
where LJT(O) is the initial load of terminal node p;; ®; ;(0) is the shortest
path number from terminal node p; to the nearest gateway node via
routing node p; at the initial moment; ;(0) is the shortest path number
from terminal node p; to its nearest gateway node at the initial moment.
According to (2), if all the sensing data collected by terminal nodes
passes through routing node p; to its nearest gateway nodes, LI.R(O) takes
the maximum value of 1. Conversely, if none of the terminal node data
passes through routing node p; to its nearest gateway nodes, L,.R(O) takes
the minimum value of 0.

4.2.2. Service nodes

Upon the arrival of a task, it can be decomposed into different
subtasks. Then, based on the subtasks that need to be completed,
service nodes are scheduled to form a service production chain. When
dividing tasks, we need to consider task dependencies. For example,
manufacturing a vehicle can be divided into six major tasks: component
manufacturing, assembly, quality control, painting, final assembly, and
testing. Each task has sequential dependencies, and only after the
previous task is completed can the next task be executed. Each task
is further refined into subtasks that involve processing and production
specific to particular structures and parts. Suppose a factory receives
an order to produce m types of products, with M, productions needed
for the k-th type of product. When producing the k-th type of product,
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it can be divided into N, tasks, and the j-th task can be divided into
N, ; subtasks. Then, the total number of subtasks required to complete
this order is:
m Ny Nij
LT =3 3 > My o &)
k=1 j=1 i=1
where a, ;; is the adjustment coefficient for the i-th sub-task of the j-th
task in the k-th product type, reflecting the complexity and dependen-
cies of the sub-task. Setting an adjustment coefficient to each subtask
during the production process is used to slightly adjust production
parameters, ensuring consistent quality, performance, and adherence
to standards across batches. The subtask coefficient is in the interval
[0.8,1.2], allowing the basic load to vary within +20% (Xiao, Li, Song,
Yang, & Su, 2021).

After task decomposition, we can finally obtain the production sub-
tasks taken by each service node. The production load of a service node
includes the basic production load imposed by production scheduling
tasks and the load generated by the material supply from upstream
nodes in the service production chain. Thus, the initial load of service
nodes is defined as:

B STy, Lf
1
Li )= LS + Z out’ (C))
n; Zkevcf ko jeqin "

where VCf is the set of nodes that belong to the same community
as service node s;; n; is the number of scheduled nodes of the same
type as the service node s;; #; is related to its own service resources,
representing the weight in the distribution of service node s;. The more
service resources, the larger the value of #,. Lf is the load number of
service node s; pointing to the service node s;; 2." is the set of in-degree
neighboring service nodes of node s;; k;"“ is the out-degree value of the
service node s;.

4.3. Node capacity

4.3.1. Capacity upper limit

In the cyber network, node capacity refers to the data processing
ability of nodes. The classic capacity-load model assumes a linear
relationship between node capacity and initial load. However, many
studies show that in real networks, nodes with smaller initial loads
tend to have larger redundant capacities, while nodes with larger initial
loads have smaller redundant capacities (Dong et al., 2023). Thus, node
capacity and initial load exhibit a nonlinear relationship. Therefore, we
adopt a nonlinear load-capacity model and define the normal capacity
of cyber nodes as:
MEN = LE©O) + f,LE0)%, (5)

i

where LE(0) is the initial load of cyber node p;; a, is the growth
exponent, determining the rate at which load growth affects capacity
growth; B, is the load adjustment coefficient, adjusting the impact of
load on capacity.

In practical industrial scenarios, when the load of cyber nodes
exceeds its normal capacity, it does not immediately fail but enters a
tolerable overload state, with reduced data transmission capability. The
cyber node can still forward data from its redundant capacity and may
return to normal as the redundant capacity depletes. However, if the
overloaded load continues to rise beyond a certain threshold does the
cyber node fail due to severe overload, exhibiting delay characteristics.
To ensure smooth operation, redundant capacity is typically allocated
to handle additional loads. Thus, momentary overload is permissible,
and the greater the load on the cyber node, the more redundant
capacity is required to maintain normal operation during peak periods.
We define the redundant capacity of cyber node p; as:

LE(0)

MER =, (L% MY, (6)
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where 6, > 0 is the overload coefficient; (L€) = ¥y, L5 /N is the
average load of all cyber nodes in the network; LiC(O)/(LC> is used
to describe the relative load size of the cyber node p; throughout the
network; MV is the normal capacity of the cyber node p;.

Similar to cyber nodes, the normal capacity and redundant capacity
of service node s; are defined as:

CSN = L3 (0) + B, L (0%, %)
L5
CSR =5, ('L(S;ch, ®)

where L? (0) is the initial load of the service node s;; a, € [0,1], §, >
0 is the capacity coefficient; «, is the growth exponent, determining
the rate at which load growth affects capacity growth; g, is the load
adjustment coefficient; §; > 0 is the overload coefficient; (LS) =
ZmGVS LS /N is the average load of all service nodes in the network;
L;.S(O) /(L) is used to describe the relative load size of service node s;
in the entire network; C,.S N is the normal capacity of the service node
Sj.
4.3.2. Capacity lower limit of service nodes

Each service node has technical requirements that define the min-
imum performance standards for safe operation, and equipment must
exceed these standards to maximize business benefits while balancing
costs and outputs. Therefore, equipment must operate above a defined
capacity lower limit. This limit is also linked to the node’s adaptability,
which refers to its ability to respond to sudden events. Nodes with
higher adaptability have lower capacity lower limits. In IIoT, the degree
reflects the number of production dependency relationships of a service
node, nodes with more dependencies have higher adaptability (Li,
Long, He, & Li, 2024). Thus, we define the lower limit of service node
s; capacity as:

Ct =y, L7 (0), ©

where y, € [0,1] is the capacity lower limit coefficient.
4.4. Node failure types in IloT

4.4.1. Cyber node failure states

Cyber nodes have three types of failure states: isolation failure state,
overload failure state, and interdependent failure state. The tolerable
overload of a cyber node refers to the state that load of the cyber
node exceeds its capacity, causing reduced data transmission efficiency
without immediate failure. As described in Section 4.3, only when the
load continues to increase, occupying all redundant capacity, does the
node enter an overload failure state. The isolation of a cyber node
refers to the state where the path from the node to the gateway node is
interrupted, preventing data exchange. The interdependent failure of a
cyber node refers to the state where all service nodes supported by the
cyber node are unable to provide production service functions, causing
the node’s data communication function to cease. The state transition
of cyber nodes during the cascade failure process is shown in Fig. 3. We
use an indicator function f,.C(t) to represent the state transition process
of cyber node p; at time ¢ to better capture the dynamic changes of
cyber nodes operational state over time.

0 LE@) < MEN
c LE@W-MEN CN c CN CR
o =q"—F— M <LE@W) < MY + M (10)
1 LE@) > MEN + MER,

where LE(1) is the real-time load of the cyber node p; at time 7. When
LE(1) < MEN, the node is functioning normally. When MY < LE(¢) <
MEN + MER, the node is in a tolerable overload state, indicating that
the cyber node is still functioning normally but with reduced efficiency.
At this point, the node is using redundant capacity to handle the
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Fig. 3. The relationship between real-time load and state transitions of cyber nodes.

Fig. 4. State transitions of cyber nodes.

overload data. Once the redundant capacity is exhausted, the node will
enter an overload failure state. When MV < LE() < MEN + MER, the
node is in an overload failure state, completely losing its operational
capability. The relationship between the real-time load of the cyber
node and the state transition is shown in Fig. 4.

4.4.2. Service node failure states

Service nodes have three types of failure states: underload failure
state, overload failure state, and interdependent failure state. The over-
load failure state occurs when a service node is burdened with tasks
beyond its capacity, leading to performance degradation or service
interruption. Like cyber nodes, service nodes in overload also exhibit
delay characteristics. Underload failure arises from reduced efficiency,
often due to decreased production demand or insufficient supply, caus-
ing the load to fall below the operational capacity lower limit, making
it unable to meet maintenance costs. Interdependent failure of a service
node refers to the failure type caused by the failure of the cyber node
supporting it. In IIoT, if a cyber node fails and cannot collect data,
the service node cannot execute production tasks, leading to failure.
Therefore, in our cascade failure model, a cyber node failure results in
the failure of all connected service nodes. The state transition of service
nodes during the cascade failure process is shown in Fig. 5. We use
an indicator function fl.S () to represent the state transition process of
service node s; at time #:

0 CSt< LS <CsN
s LFo-cSN SN s SN SR
o= 'CT’ CPM <Ly <CPT +C; 1D
1 LS < CSEJ LS (1) = €SN + CSR,

where Lf (t) is the real-time load of the service node s; at time r.
According to (11), when LS (1) > CSV + CSR, the node is functioning
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Fig. 6. State transitions of service nodes.

and providing services. When C’V < L5(1) < CV + CSR, the node
is in a tolerable overload state, indicating that the service node is still
functioning but with reduced efficiency. The production capacity of the
node decreases as the load increases. When Lf 1) < CI.SL or Lf ) >
CSN + CSR, the former represents the node being in an underload
failure state and all services are shut down. The latter represents
the node being in an overload failure state and completely losing its
operational capability. The relationship between the real-time load and
state transitions of service nodes is shown in Fig. 6.

4.5. Load reallocation

4.5.1. Load redistribution in the cyber network

In the cyber network, terminal node failures only result in data
loss, while routing node failures cause load redistribution by rerouting
data to other nodes. To capture the impact of overloaded and failed
nodes on load redistribution in the cyber network, our cascade failure
model performs two rounds of redistribution per time unit. In the first
redistribution round at time ¢, we check the interdependence status,
overload status, and connection status of each cyber node, removing
failed nodes and links from the network. In the second redistribution
round at time 7, the load of the tolerable overload nodes and overloaded
failure nodes is transferred to the normal nodes. The load of routing
node p; in the first redistribution round at time ¢ is calculated as follows:

w; (1)
wj(t*) ’

L@ =Y L]0

JEVT ()

(12)

where V;(1*) is the set of terminal nodes at the first round of the load
update; w; ;(*) is the number of shortest paths from terminal node p;
to the nearest gateway node via routing node p; at the first round of
the load update; w;(t*) is the number of shortest paths from terminal
nodes p; to the nearest gateway node at the first round of the load
update; LJT(O) is the initial load of terminal node p;. In the first round
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of cyber network load update, the load is calculated according to (12)

without considering the redistributed load caused by other failed nodes.
Therefore, we further discuss the load of routing nodes at time :

LE () + ) ALS, ()

jeveT ()

LE @ + Xpeverq ALy, (0 LY ) < MEN

cev MEN < LE (@) < MEN + MER

0 LE () > MEN + MCR,

(13)
ME — LE()
ALS () = [L§ (") - M{] —— a4
’ ZkeqCT(r)[Mk = L)
MC — LC@)

AL, () = LG — (15)

Loercr M = LEE))

where VCT(¢) is the set of tolerable overload state nodes in the cyber
network after the first round of the load update at time 7; ALJCJ.(t) is the
load increment transmitted from tolerable overload node p; to normal
node p; at time 7. VCF(¢) is the set of overload failure state nodes in
the cyber network after the first round of the load update at time #;
ALﬁ,i(t) is the load increment transmitted from overload failure node
P,, to normal node p; at time ¢; l“iCT(t) is the set of normal nodes closest
to the tolerable overload nodes routing node p ; at time 7 I“[.CF (1) is the
set of normal nodes closest to the overload failure routing node p,, at
time 1.

4.5.2. Load update in the service network

The service network undergoes two rounds of load update in each
time unit. In the first round of the update at time ¢, we first check the
interdependence status, overload status, and connection status of each
service node, and then set the capacity of the failed nodes to 0. Then,
we update the load of service nodes both within the same community
and across different communities in the second round.

(1) Load redistribution within the same community

The service network adopts a community structure. If a service
node becomes overloaded or failed, some or all of its load will be
redistributed to neighboring nodes within the same community that
are not overloaded. Similarly, we divide the load redistribution strategy
into overload failure nodes and tolerable overload nodes. After the first
round of the load redistribution, the current load of the service node s;
is:

S S
LSe-D+ Y ALS ()
jevSsT ()
+ X evseen ALn, (0 G <L -1 <N
CSN CSN < LSt -1) < CSN + CSR

0 LS@¢-1)<CSN
ULS(t - 1) > CSN + CSR,

L@ =

(16)

where Lf(t*) is the real-time load value of service node s; at the
first round of the load redistribution; V57 (+*) is the set of tolerable
overload nodes in the service network at the first round of the load
redistribution; AL;?J. (t*) is the load increment transmitted from tolerable
overload node s; to normal node s; at the first round of the load
redistribution; VSF(r*) is the set of overload failure state nodes in the
service network at the first round of the load redistribution; ALiJ(I*)
is the load increment transmitted from overload failure node s,, to
normal node s; at the first round of the load redistribution. Similarly,
the incremental expression can be calculated as:
S K

ALS () = [LE@ - 1) - C] < L; ¢ SI) ,

Zkel"lST(t*)[Ck - Lyt -1

a7
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Fig. 7. The flowchart of the cascade failure process initiated by the cyber network.

ALY () =Lya—1) :

CS—-LS@-1) as) | ALS.¢-1) 23
s wy () = — ——i, 23
Zker,”a*)[cks —LI@-1)] a, K LS(r)
s
where I'ST(*) is the set of normal nodes closest to the tolerable 1 ALY, = 1)
J w; () = 249

overload nodes s; within the same community at the first round of the
load redistribution; F,fF (t*) is the set of normal nodes closest to the
overload failure node s,, within the same community at the first round
of the load redistribution.

(2) Load update across the different community

After the load redistribution within the same community, the state
of the upstream node s, and the downstream node s, of service node
s; can be updated to four different conditions. We can use a status
function g,.S (1) to represent these conditions.

K SN SR
LS < CSN 4+ CSR,
LS > CSN + CSR
a — Ta a ’
K SN SR K SN SR
Ly <CV+C% Ly 2CP7 +C;)
K SN SR K SN SR
LS > CSN 4 CSR, LS > SN + SR
Next, we proceed with the second round of load update for the

service node s;, the final load of node s; at time ¢ can be calculated
as:

LS <CSN +CSR
N SN SR
L < CSN 4+ Cf

gn= 19

W N = O

L) 8 H=0

L5*(t) = ALS (¥) 2Bn=1
LSn={" ai i 20
I(t) Lf*(t)—Lii(t) gis(t)=2 ( )

L) - Lii(t) - Lii(l) gw=3.
In (20), the reduced values of service node s; due to the failure of
upstream node s, and downstream node s, are as follows:

ALS (1) = LS (1) a1 1))
@ ! Zcegfp(;) w,,; () + ZdGQ‘QOW"(x) w; 4(t) '
(T
AL, = L) L) @2

Zceg}‘p(r) w, (0 + Zdegflownm w; 4(t)

t S ’
k?“ Ly (%)

where .Qf.lp(t) and Q?OW“(I) are respectively the set of upstream neigh-
boring nodes and the set of downstream neighboring nodes for node
s; at time #; w, ;(r) is the degree of close connection between node s;
and its upstream neighboring node s, at time #; w; ,(r) is the degree
of close connection between node s; and its downstream neighboring
node s, at time 7. The degree of close connection reflects the likelihood
of interaction between service nodes on the same production chain and
is directly proportional to the reduced load from the previous moment.
ALi ,(t = 1) is the load reduction for the upstream node s, of node s, at
time 7 — 1; ALfb(t — 1) is the load reduction for the downstream node s,
of node s; at time ¢ — 1.

4.6. Cascade failure mechanism

Many existing cascade failure models for dual-layer networks (Yin,
Huang, Shuai, Liu, & Zhang, 2022; Yu, Xiao, & Cui, 2023) assume
identical failure mechanisms in both networks, which is only applica-
ble to networks with similar structures and functions. However, the
functions and configurations of the cyber network and the service
network in [IoT are completely different, and the node state transitions
also vary. Therefore, we propose a new cascade failure mechanism
with two stages: the initialization stage and the failure propagation
stage. In the initialization stage, certain nodes in the network are
set to a failure state according to a hardware/software malfunction
to trigger the cascade failure process. During the propagation stage,
nodes in the network may gradually fail due to overload, isolation,
and interdependent failures. The cascade failure processes triggered by
different networks are respectively shown in Figs. 7 and 8.



L. Zhu et al.

Service network Gy

tagel:
Initialization(t=0)

Initial COndlllOl'.l: O
Remove certain

Computers & Industrial Engineering 206 (2025) 111177

h 3
Set load and
capacity of v"to 0

nodes from Gy

Check the connectivity
status of nodes

Updating network
load update

Set load and

Yes
Set Vi y

A
Updating network
load redistribution

capacity of v{"to 0
|

Remove v

Fig. 8. The flowchart of the cascade failure process initiated by the service network.

Table 1
Four typical production dependency structures.

Structure Serial structure Parallel structure

Loop structure Selection structure

Structure topology

-0-0-0-0~

oo oo

NS

Applicable scenarios

Applicable to production
processes that require a
clear sequence of
operations.

Applicable to production
processes that require
multiple independent
operations to run in

Applicable to customized
production or production
with high product
diversity.

Applicable to production
processes that require
feedback.

parallel.

4.6.1. Example of cascade failure process

For ease of understanding the proposed cascade failure mechanism,
we present an example of the cascade failure process based on four
typical production dependency structures shown in Table 1 (serial
structure, parallel structure, selection structure, and loop structure).
As shown in Table 2, the initial IIoT system for these four topologies
includes a cyber network with 10 nodes, comprising 5 terminal nodes,
4 routing nodes, and 1 gateway node. The service network consists of
6 service nodes, covering 3 types of services.

In this example, blue nodes represent failure sources, and red nodes
represent failed nodes. Attack node c7 to trigger a cascade failure.
During the cascade failure propagation, failures can spread within
the same network, leading to overload or isolation failures in other
cyber nodes (e.g., due to communication disruption, c8 in the serial
structure enters isolation failure; and due to load redistribution from
failed nodes, c4 enters overload failure). Simultaneously, the failed
cyber nodes cause the service nodes to lose their interdependent links
and data support from the cyber nodes, leading to interdependent
failures of service nodes and cross-network propagation (e.g., in the
serial structure, s4 enters interdependent failure due to the loss of
interdependent links from all terminal nodes). In various structures of
the service network, load redistribution allows the task of failed service

nodes to be transferred to normal nodes with the same function, which
may lead to overload failures in these nodes. However, during this
process, it is important to note that failed service nodes can receive
compensatory loads from other normal nodes to maintain the normal
operation of the production chain. Therefore, the failed service nodes
in Table 2 (e.g., 3, s4, s5 in the serial structure, s2, s4, s5 in the parallel
structure, and s2, s4, s5 in the selection structure) continue to maintain
production through the load redistribution mechanism. However, due
to the failure of nodes s1 and s3 within the same community in the loop
structure, and there are no other nodes within the same community to
take over their production tasks. Then, the entire production chain can
be considered as stalled, with the output reduced to zero. Additionally,
it is worth noting that these failed service nodes can further trigger
cyber node failures via interdependency links (e.g., in the serial struc-
ture, overloaded failure node s5 through the interdependent link leads
to cyber node c8 failing), until the entire IIoT system isolates failed
nodes functionally, and cascade failure propagation terminates.

4.7. Cascade failures reliability metric

Existing studies on cascade failures in interdependent networks
typically assume that a node remains operational if it is not overloaded
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Example of cascade failure propagation in IIoT.
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Initial network

Post-cascade
termination network

Sequence structure

Parallel structure

Loop structure

Selection structure

Attack Attack

after cascade failures and still belongs to the largest connected compo-
nent within the same layer (Chen et al., 2022; Huang, Zhang, & Yao,
2022). While this assumption is reasonable for networks such as supply
chains, it is not applicable to the IIoT, which has a more complex
structure and distinct requirements. In the IIoT, nodes are not only
expected to maintain connectivity but also to perform critical functions,
including data transmission and service delivery. Specifically, users are
more concerned about two aspects: (1) how many cyber nodes are still
able to transmit sensing data to gateway nodes after cascade failures;
(2) how many service nodes can continue to provide services after
cascade failures. Thus, unlike traditional interdependent networks, the
IIoT places greater emphasis on whether nodes can continue to perform
their intended functions.

In the cyber network, nodes often fail due to hardware or software
issues, while in the service network, failures are typically caused by
material shortages or process interruptions. Given the central role of
node functionality, this study focuses on cascade failures in IIoT caused
by such node failures. To quantify the impact of these failures, we use
the ratio of failed nodes to total nodes when the network reaches a
stable state. This ratio reflects the node survival rate, which serves as
an indicator of cascade reliability in IIoT systems. It is defined as:
Z() = Nc(®)+ Ng (1)’ 25)

Nc + Ng
where N (7) and Ng(r) respectively denote the number of surviving
nodes in the cyber network and the service network at time 7. We use
Z(c0) to denote the survival rate of nodes in IIoT when the cascade
failure process reaches a stable state (i.e., no new failed nodes appear).
Clearly, the larger Z(o) is, the better cascade reliability of the IIoT.

5. Experimental results
5.1. Experimental setup

The simulation experiments were conducted based on Matlab 2021b.
The data used to construct the IIoT topology in the experiment is
grounded in actual automotive manufacturing cases (Romero et al.,
2023; Tanase, Serban, Dobrin, Banta, et al., 2023). Based on the
configuration of IoT device found in automotive production workshops,
the cyber network consists of 158 nodes, and the service network

contains 110 nodes, covering typical production processes in automo-
tive manufacturing scenarios, ranging from assembly lines to quality
inspection (Giampieri, Ling-Chin, Ma, Smallbone, & Roskilly, 2020; Lee
et al., 2023). We conducted cross-validation of the proposed network
topology with similar use cases from the automotive manufacturing
sector and compared it with established IIoT standards. This compara-
tive analysis served to substantiate the practicality and relevance of the
proposed model, demonstrating its capacity to accurately simulate IIoT
networks within the context of automotive production. Additionally,
this approach not only confirmed the technical feasibility of the pro-
posed model but also highlighted its potential for optimizing real-world
IIoT implementations in the automotive industry.

The initial settings of experiment are as follows: (1) all nodes in the
network are in normal working condition, and the network topology
is fully connected; (2) the cyber network consists of 104 terminal
nodes, 48 routing nodes, and 6 gateway nodes; (3) the service network
includes 110 service nodes of five different types, distributed according
to the production task demands; (4) we do not consider the potential
influence of the MAC layer in real IIoT environments, such as channel
contention and path loss; (5) terminal nodes and routing nodes transmit
data along the shortest path to the nearest gateway nodes according
to the principle of minimum delivery delay; (6) we employed a multi-
point attack strategy to trigger cascade failures, with all experimental
results being the average of 50 simulations. The network layout of the
cyber-service IIoT used in the experiments is illustrated in Fig. 9.

5.2. Rationdlity of the system model

In the cyber network, data generated by terminal nodes is first pro-
cessed by routing nodes and then aggregated to the cloud via gateway
nodes. This leads to routing nodes near gateway nodes bearing heavier
loads, which is a phenomenon known as the hotspot effect (Wang, Fu,
Yang, & Postolache, 2021). This phenomenon is an important indicator
that distinguishes IIoT from general data transmission networks. Fig.
10(a) shows the load distribution in the cyber network of our sys-
tem model, illustrating a clear hotspot effect with higher loads near
gateway nodes, thus validating the rationality of the cyber network.
In the service network, the load of each service node depends on
its own production load and service relationships with other nodes.
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Fig. 10. Load distributions of the cyber network and the service network in IIoT.

This networking pattern makes the high in-degree nodes more loaded
because they receive and process more service requests, thus exhibiting
a typical positive in-degree to load correlation. Fig. 10(b) shows the
load distribution of the service network, where nodes with higher in-
degrees have significantly higher loads, validating rationality of the
service network.

Fig. 11 shows the probability distributions of node load in the
cyber and service networks, which differ significantly. As shown in Fig.
12(a), the load probability distribution in the cyber network follows
a long-tail distribution, with a power-law distribution characteristic.
In this distribution, a few nodes, (particularly those near gateway
nodes) handle the majority of the data traffic in the network. The
power-law characteristic has been widely validated (Fu, Yao, & Yang,
2019; Qiu, Lu, Li, Xue, & Wu, 2020). Fig. 12(b) shows the probability
distribution of node loads in the service network. Compared to the
cyber network, the load distribution in the service network is more
balanced and approximates a normal distribution. In actual industrial
scenarios, the production subtasks of service nodes are influenced by
both internal factors and the production or supply statuses of other

11

nodes, resulting in a balanced load distribution. This normal distribu-
tion has been verified in several studies (Fu, Li, & Li, 2023; Sefati,
Mousavinasab, & Zareh Farkhady, 2022). These observations further
validate the rationality of the proposed system model.

5.3. Impact of modeling parameters

5.3.1. Cyber network

Fig. 12 shows the network cascade reliability in two attack scenarios
with varying ¢, and f.. As «, increases, the cascade reliability de-
creases. The cascade reliability improves with g, increasing, but there is
a step value f7, beyond which the reliability sharply increases and then
stabilizes. In the proposed system model, «, is the growth exponent.
As a, increases, the contribution of each load unit to total capacity
diminishes. This reduces the difference between nodes with high and
low initial loads, leading to a higher probability of node failure once
load redistribution occurs. g, is the load adjustment coefficient. As g,
increases, the total capacity of the system is higher for the same initial
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Fig. 13. Network cascade failure process with varying g, in the two attack scenarios (¢, = 0.8, 5, = 0.5, a, = 0.8, g, =0.3, 5, =0.5, y, =0, g = 0.06).

load and can respond to load growth more effectively. The initial low
reliability is due to the slow response of the system to load growth.
Fig. 13 shows the cascade failure process of the network in two
attack scenarios with varying .. In the cyber network attacked sce-
nario, within g, in the range [0.1, 0.4], increasing f, improves cascade
reliability but does not affect the failure duration. However, when
p. exceeds 0.4, further increases significantly reduce the number of
failure steps and enhance reliability. In the service network attacked
scenario, within g, in the range [0.1, 0.2], increasing f, does not change
the failure steps. When g, exceeds 0.2, increasing . results in fewer
cascade failure steps and substantially boosts reliability. This is because
at lower g, values, the response to load growth is slow, and the node
capacity is too small to handle the load transferred from other nodes. As
. increases, the node capacity of cyber nodes improves, and only a few

12

nodes become overloaded after load redistribution, greatly reducing
cascade failure steps.

Fig. 14 shows the network cascade reliability in two attack scenarios
with varying §,. Increasing &, significantly enhances cascade reliability,
but beyond a critical threshold §;, further increases 6, no longer result
in any improvement. The overload coefficient §. reflects the ability
of cyber nodes to handle redundant loads that exceed their normal
capacity. The higher the value, the more additional load cyber nodes
can withstand, and the lower the probability of failure. Additionally,
attacks on the cyber network have a greater impact on IIoT than attacks
on the service network.

Fig. 15 shows the cascade failure process of the network in two
attack scenarios with varying .. In the cyber network attack sce-
nario, with §, in the range [0.1, 0.2], increasing 6, improves cascade
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Fig. 15. Network cascade failure process with varying é, in the two attack scenarios (a, = 0.8, , =0.8, a, = 0.8, f, =0.3, 6, =0.5, y, =0, g = 0.06).

reliability without affecting the failure process. However, when 4§,
exceeds 0.2, further increases in 6, reduce failure steps and significantly
enhance cascade reliability. When the service network is attacked, the
phenomenon is similar to the cyber network attacked scenario. As &,
increases, the risk of cyber nodes entering overload failure decreases,
without altering node states. Therefore, at lower §, although increasing
5. slightly improves cascade reliability, failure steps remain constant.
When 6, reaches a level that supports all tolerable overload nodes,
failure steps decrease significantly, and cascade reliability is greatly
enhanced.

Fig. 16 shows the heatmap of IIoT system cascade reliability within
the parameter space [§,, 8, ] in the two attack scenarios, further confirm-
ing the existence of the previously mentioned critical threshold value
and step value 7. These thresholds form a reliability extremum region,
where cascade reliability reaches its maximum. Comparing the size and
reliability values of this region in both scenarios, we observe that cyber
network attacks have a greater impact on IIoT than service network
attacks. This is because a cyber node supports multiple service nodes, so
its failure can trigger the simultaneous failure of several service nodes.
However, a service node depend on a cyber node. After a service node
fails, the cyber node can no longer provide data to the service node,
causing the cyber node to be unable to continue functioning and enter
an interdependent failure state.

5.3.2. Service network

Fig. 17 shows the network cascade reliability in two attack scenarios
with varying a, and p,. It is evident that in the service network
attack scenario, a slight increase in «, and , can significantly help
the system resist attacks on the service network. This suggests that
different capacity allocation strategies should be adopted for different
attack types: more capacity should be allocated to service nodes in
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response to service network attacks and to cyber nodes for cyber
network attacks. Similarly, a step value g is observed, beyond which
the cascade reliability reaches its upper limit.

Fig. 18 shows the cascade failure process of the network in two
attack scenarios with varying g,. In the service network attack scenario,
optimizing f, leads to a faster and more significant improvement in
cascade reliability compared to the optimization of f,, which further
emphasizes the need for different capacity allocation strategies based
on attack types.

Fig. 19 shows the network cascade reliability in two attack scenarios
with varying §,. As §, increases, cascade reliability improves. Similar
to 6., there exists a critical threshold §7. Once §, exceeds 67, the
cascade reliability no longer increases. In the actual industrial system,
increasing &, enhances the overload tolerance of service nodes. This
improvement provides a longer time window to address faults, thereby
reducing the risk of production interruptions.

Fig. 20 shows the cascade failure process of the network in two
attack scenarios with varying §,. Similar to §,, increasing &, within
a specific range slightly improves cascade reliability without affecting
the failure steps. However, once §; exceeds the maximum value in this
range, further increases significantly reduce failure steps and enhance
cascade reliability.

Fig. 21 shows the heatmap of IIoT system cascade reliability within
the parameter space [, 5| in the two attack scenarios. The result
further confirms the critical thresholds 67 and step values g, forming a
reliability extremum region. Comparing the size and cascade reliability
in both attack scenarios further confirms that cyber network attacks
cause more significant damage to IloT than service network attacks.

Fig. 22 shows the network cascade reliability in two attack sce-
narios with varying y,. As y, increases, the node survival rate shows
a decreasing trend, indicating a reduction in cascade reliability. This
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Fig. 16. Network cascade reliability within the parameter space [6c,ﬂc] in the two attack scenarios (a, = 0.8, a, =0.8, f, =0.3, 5, =0.5, y, =0, ¢ =0.1).
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Fig. 18. Network cascade failure process with varying g, in the two attack scenarios (¢, = 0.8, . =0.3, 5, =0.5, a, =0.8, 5, =0.5, y, =0, g = 0.06).

phenomenon can be attributed to two factors: (1) higher y, increases
the minimum load threshold for service nodes, leading to higher initial
loads and a greater risk of overload; (2) the increase of y, weakens
the ability of service nodes to withstand cascade failures, making them
more vulnerable to underloaded and triggering further failures in the
IIoT system.

Fig. 23 shows the cascade failure process of the network in two
attack scenarios with varying y,. As y, increases, the cascade failure
steps tend to increase. This is due to the differentiation of nodes within
the same community and nodes across communities in our load update
of service nodes. Tolerable overload in the previous round of load
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update, may be influenced by upstream and downstream nodes in the
next round, leading to a reduction in load and a recovery to normal
states. Therefore, the service network can handle more load, which
leads to an increase in cascade steps.

5.4. Composition of failed nodes

Fig. 24 shows the composition of failed nodes in the cyber and
service network in two attack scenarios. It is easy to observe that
isolated failure nodes account for the largest proportion in the cyber
network. This is because in our proposed cascade failure model, a
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Fig. 21. Network cascade reliability within the parameter space [5,.5,] in the two attack scenarios (a, = 0.8, f, =0.3, 5, = 0.5, y, =0, ¢ =0.1).

routing node can communicate with multiple terminal nodes. When a
routing node fails, a large number of terminal nodes become isolated
due to their inability to communicate with the routing node. In the
service network, interdependent failure nodes are most prevalent in the
cyber node attack scenario, while overloaded failure nodes are most
common in the service node attack scenario. This is because the failure
of a cyber node causes all connected service nodes to fail, whereas the
failure of a service node only causes the connected routing node to fail.
This differential failure propagation pattern makes the service network
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more sensitive to cyber node failures, while service node failures are
less likely to propagate to the cyber network.

5.5. Case study

Through the above experiments, we validated the rationality of
the proposed cascade failure model and studied the impact of key
parameters on IIoT cascade failures through simulations. To further
assess the applicability of the proposed system model, we apply it
to different industrial manufacturing scenarios. Then, we explore the
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Fig. 24. Composition of failed nodes with different attack ratio ¢ (e,

performance of these systems in responding to cascade failures. Based
on of Electronics Industry (2023), Sweeney, Nair, and Cormican (2023),
we select four typical IIoT scenarios: household appliance manufac-
turing scenario, chemical equipment manufacturing scenario, medical
device manufacturing scenario, and engineering vehicle manufacturing
scenario. The simulation design involved two steps: (1) constructing
a dual-layer network model for each scenario using the proposed
IIoT modeling method and defining network parameters; (2) initiating
cascade failures via a multi-point attack strategy to visualize the failure
propagation.

Table 3 presents the dual-layer IIoT layouts for four typical in-
dustrial manufacturing scenarios with different sizes and complexities.
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Attack ratio g
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(b) Node attack on the service network

=08, f,=03,5,=05, a, =08, f, =03, 6, =05, y, =02, g =0.06).

The household appliance scenario has 53 cyber nodes and 22 service
nodes; the chemical equipment scenario has 166 cyber nodes and 45
service nodes; the medical device scenario has 311 cyber nodes and
75 service nodes; and the engineering vehicle scenario has 209 cyber
nodes and 100 service nodes. The household appliance scenario has a
smaller network scale due to simpler processes and less data tracking. In
contrast, the chemical equipment scenario is more complex and larger.
Medical device and engineering vehicle manufacturing involve more
intricate processes and higher precision demands, leading to a larger
network. The medical device scenario, which requires stricter control
and more tracking data, has the largest cyber network.
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The dual-layer IIoT layout for four different industrial manufacturing scenarios.

The layout of

IIoT
Industrial Household appliance Chemical equipment Medical device Engineering vehicle
manufacturing manufacturing manufacturing manufacturing manufacturing
scenarios
Table 4
Node attributes in the cyber network.
Industrial scenarios ¢ Type
Household appliance manufacturing ¢ Cloud
C~ ey Gateway nodes
c5 ~ €y Routing nodes
€3 ~ Cs3 Terminal nodes
Chemical equipment manufacturing ¢ Cloud
¢, ~ ey Gateway nodes
cg ~ 5y Routing nodes
Cs3 ~ Ciep Terminal nodes
Medical device manufacturing ¢ Cloud
¢~y Gateway nodes
cpp ~ g Routing nodes
Cgy ~ €31 Terminal nodes
Engineering vehicle manufacturing ¢ Gloud
¢, ~ ey Gateway nodes
€3 ~ C63 Routing nodes
Cos ™~ Ca9 Terminal nodes
Table 5
Node attributes in the service network.
Industrial scenarios S; Type &k n;
Household appliances manufacturing S|~ S5 Cutting nodes 1.01~1.2 0.70~0.88
Sg ~ Sio Drying nodes 0.96~1.11 0.70~0.88
Sip~ S8 Trimming nodes 0.96~1.15 0.60~0.82
Sig ~ 83 Material handling nodes 0.88~0.96 0.72~0.92
Chemical equipment manufacturing Sp~ S5 Mechanical assembly nodes 0.80~1.02 0.62~0.72
Si6 ~ Sa6 Welding nodes 0.92~1.12 0.66~0.83
Sp7 ~ 834 Bolt fastening nodes 0.99~1.20 0.71~0.89
S35 ~ Sus Material handling nodes 0.92~1.12 0.66~0.83
Medical device manufacturing Sp~ S Etching nodes 0.92~1.12 0.60~0.73
S17 ~ S Printing nodes 1.08~1.20 0.77~0.83
S35 ~ S4a Drilling nodes 1.02~1.20 0.65~0.86
S43 ~ Ss Reflow soldering nodes 0.85~1.05 0.60~0.80
S57 ~ S35 Material handling nodes 0.99~1.16 0.55~0.77
Engineering vehicle manufacturing S|~ S8 Inspection nodes 0.82~0.98 0.62~0.80
Sig ~ S3g Classification nodes 0.88~1.08 0.60~0.78
S39 ~ Sg0 Reinspection nodes 0.80~1.07 0.50~0.66
Sg1 ~ 5100 Material handling nodes 0.83~1.09 0.60~0.78

Building on the above analysis, we set the data flow density at each
cyber node to follow a normal distribution, based on statistical research
results on data flows in IloT (Tang, Zhu, Zhang, Guizani, & Rodrigues,
2022). Additionally, we have provided detailed attributes for the dual-
layer IToT models in four different manufacturing scenarios, considering
the assumptions made in Njah and Cheriet (2021) on task distribu-
tion for service units and the characteristics of each scenario. These
attributes are presented in Tables 4 and 5.

Tables 6 and 7 show the cascade failure propagation performance
and cascade reliability in the four different manufacturing scenarios.
Through comparative analysis, significant differences in the cascade
failure propagation process across different industrial manufacturing
scenarios are observed, and we can draw the following conclusions.

The household appliance manufacturing scenario exhibits the widest
range of cascade failures and the worst reliability. Among the four
different manufacturing scenarios, the household appliance manufac-
turing scenario has the smallest network size. Typically, a smaller
network size leads to fewer connections between nodes and limited

backup and redundant resources, making the entire system more vul-
nerable to cascade failures. Comparing cascade failure situations in
the medical device and engineering vehicle manufacturing scenarios,
the former shows higher cascade reliability when cyber nodes are
attacked due to its larger cyber network. In contrast, despite similar
cyber network scales for the chemical equipment and engineering ve-
hicle manufacturing scenarios, the engineering vehicle manufacturing
scenario exhibits lower cascade reliability than the chemical equipment
scenario. This is due to its more complex production process and
larger service network. When network scales are large and attack
proportions are high, service network failures are similar, but cyber
network failures differ significantly. This phenomenon occurs due to
the special load update mechanism of the service network and the
special coupling mechanism of the dual-layer network.

Based on the above analysis, the applicability of the proposed
model is first verified. Secondly, applying it to real industrial scenarios
can provide a unique cyber-service coupling perspective, along with
a detailed and in-depth study of IIoT. This not only enhances our
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Table 6
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The cascade failure propagation performance for four different manufacturing scenarios.

Household Chemical Medical device  Engineering
appliance equipment manufacturing vehicle
manufacturing manufacturing manufacturing
Cascade Node q=0.05 SR
failure attack on e
propagation the service
performance network
q=0.1
Node q=0.05 3
attack on . Tees
the cyber
network
g=0.1 N
Table 7

The cascade reliability for four different manufacturing scenarios.

Household appliance

Chemical equipment Medical device Engineering vehicle

manufacturing manufacturing manufacturing manufacturing
Node attack on the q=0.05 0.80 0.82 0.86 0.78
service network
g=0.1 0.05 0.62 0.60 0.50
Node attack on the q=0.05 0.87 0.86 0.91 0.84
cyber network
g=0.1 0.56 0.75 0.82 0.54

understanding of industrial production process but also provides strong
guidance for studying potential cascade failures in actual industrial
production scenarios.

6. Conclusions and the future work

This paper proposes an industrial IIoT cascade failure model based
on task decomposition and service communities. Through extensive
experiments, the rationality of the proposed system model is verified
and the effects of modeling parameters are explored. The findings offer
theoretical guidance for constructing reliable IIoT systems in several
aspects:

Cascade failures caused by attack on the cyber network result in
much more damage to the IloT than the attack on the service
network. This observation suggests that we should emphasize
the security and stability of the cyber network when designing
attack-resistant network strategies;

Isolated failures are the main cause of performance degradation
of the cyber network in cascade failures;

Interdependent failures are the main cause for the decline of
service network performance in cascade failures;

IIoT cascade reliability can be improved by increasing capacity
resources and enhancing equipment overload capabilities. How-
ever, these methods will inevitably increase construction costs,
thus a balance between cost and benefit should be considered in
practical applications;

In IIoT cascade failures, a system with a larger network size
implies more connections between nodes and more backup and
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redundant resources among nodes, and thus systems with larger
network sizes typically show better cascade failure performance.

Many studies have shown that network optimization strategies can
effectively help networks resist cascade failures (Guo, Tu, Guo, Hu,
& Su, 2023; Zhou, Coit, Felder, & Tsianikas, 2023). Therefore, in our
future work, we will focus on optimizing IloT cascade reliability. We
consider that the cascade reliability of the entire IIoT system should
be improved by co-optimizing both the cyber network and the service
network. According to the different characteristics of the cyber network
and the service network, we can adopt different optimization strategies.
For the cyber network, we can choose network topology optimization
strategy. The topology structure is a key factor affecting cascade re-
liability, and optimizing the cyber network topology can effectively
enhance the cascade reliability of the cyber network. For the service
network, we cannot change its topology because the connections of
the production chain and the production process are fixed. Therefore,
we can choose to optimize the resource configurations to improve the
cascade reliability of the service network.
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